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Purpose 
The purpose of this policy is to ensure 

a. That Confidential Information is protected and retained only on authorized CIHI Computing 
Devices/Media and in authorized locations; and 

b. That Confidential Information temporarily stored on CIHI’s Mobile Devices and Removable 
Media is secured in the event of theft or loss and is protected against unauthorized use, 
access, copying, modification, disclosure or disposal. 

Scope 
This policy applies to all CIHI Staff. 

This policy does not apply to information stored on Removable Media for data releases 
to external clients. The dissemination of data to external clients is subject to the Secure 
Information Transfer Standard. 

https://www.cihi.ca/en
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Definitions 
CIHI Computing Devices/Media means any computing device or media in the custody/control 
of CIHI or issued to CIHI Staff, including but not limited to any Mobile Device. 

CIHI Staff means all full-time, part-time and contract employees of CIHI, individuals working 
at CIHI on secondment, students, temporary workers and certain external professional services 
consultants or providers who require and are authorized to access CIHI data or information 
systems as defined in CIHI’s Acceptable Use Policy. 

Confidential Information, for the purposes of this policy, means information that is highly sensitive 
in nature and that must be secured against loss or theft, as well as against unauthorized access, 
disclosure, copying, use or modification throughout its life cycle, ensuring the confidentiality, 
integrity and availability of information. Confidential Information includes but is not limited to 
Personal Health Information, Health Workforce Personal Information, De-Identified Data and 
Technical Information. 

De-Identified Data means Personal Health Information or Health Workforce Personal Information 
that has been modified using appropriate de-identification processes so that the identity of the 
individual cannot be determined by a reasonably foreseeable method. 

Health Workforce Personal Information means information about a health service provider 
that identifies the specific individual, may be used or manipulated by a reasonably foreseeable 
method to identify the individual, or may be linked by a reasonably foreseeable method to other 
information that identifies the individual. 

Mobile Device means any electronic device that provides mobile connectivity to CIHI’s networks. 
This includes but is not limited to smart phones, tablets and laptops. 

Personal Health Information means health information about an individual that identifies the 
specific individual, may be used or manipulated by a reasonably foreseeable method to identify 
the individual, or may be linked by a reasonably foreseeable method to other information that 
identifies the individual. 

Removable Media means any removable device capable of storing information. This includes 
but is not limited to CDs, DVDs and USB drives. 
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Technical Information means information about CIHI’s networks, servers, applications 
or computing environments. Technical information includes but is not limited to 

• Specific technologies in use at CIHI; 

• Log files and dump files; 

• Network and application topologies/diagrams; 

• Operating systems, software or hardware systems and versions; 

• Application development tools and technologies; 

• Information about CIHI’s information security controls; 

• Application code; 

• System configuration files; 

• Data models and database schema information; and 

• Results of information security audits assessing CIHI’s information processing systems. 

Policy 
1.0 CIHI Staff are to perform work either on CIHI’s premises or over its secure networks, 

using CIHI-issued computing devices/media and in keeping with CIHI’s privacy and security 
policies, procedures, standards and guidelines, subject only to any specific and exceptional 
circumstances as set out below. 

Specifically, 

1.1 Personal Health Information 

• Shall not be removed from CIHI’s premises in paper form; 

• Shall not be sent by email, either internally or externally, unless authorized and with 
appropriate safeguards as set out in the Secure Information Transfer Standard;  

• Shall not be stored on Mobile Devices or Removable Media; and 

• Shall not be accessed using CIHI’s VPN from outside of Canada. 

1.2 Health Workforce Personal Information 

• Shall not be removed from CIHI’s premises in paper form; 

• Shall not be sent by email, either internally or externally, unless authorized and with 
appropriate safeguards as set out in the Secure Information Transfer Standard;  

• Shall not be stored on Mobile Devices or Removable Media; and 

• Shall not be accessed using CIHI’s VPN from outside of Canada.  
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1.3 De-Identified Data 

• Shall not be removed from CIHI’s premises in paper form; 

• Shall not be sent by email, either internally or externally, unless authorized and with 
appropriate safeguards as set out in the Secure Information Transfer Standard;  

• Shall not be stored on Mobile Devices or Removable Media; and 

• Shall not be accessed using CIHI’s VPN from outside of Canada. 

1.4 Technical Information 

• Shall not be removed from CIHI’s premises in paper form; 

• Shall not be sent by email externally, unless authorized and with appropriate safeguards 
as set out in the Third-Party Technical Information Disclosure Standard; 

• May be sent by email internally only; and 

• Shall not be stored on Mobile Devices or Removable Media unless the Mobile Device or the 
media is encrypted according to CIHI’s current encryption standards. 

2.0 Conditions or restrictions on the retention of Personal Health Information on a 
Mobile Device  

• Not applicable; CIHI prohibits the retention of Personal Health Information, Health Workforce 
Personal Information and De-Identified Data on Mobile Devices.  

3.0 Remote access 

CIHI Staff are permitted to work remotely using CIHI’s VPN on CIHI-provided encrypted 
laptop computers. CIHI Staff are prohibited from remotely accessing Personal Health 
Information if other information, such as de-identified and/or aggregate information, 
will serve the purpose; they are also prohibited from remotely accessing more Personal 
Health Information than is reasonably necessary for the identified purpose. 

Only authorized CIHI-owned devices are allowed to connect to CIHI’s networks over VPN. 
CIHI Staff are responsible for adhering to the conditions and restrictions as set out in CIHI’s 
Acceptable Use Policy including but not limited to the following:  

• The user must safeguard the device’s physical security; 

• The device may be used for CIHI-related work only and may not be used by anyone other 
than the authorized user; and 

• Storage of data on CIHI-issued laptops and workstations is prohibited.  

Additionally, all laptops and workstations capable of accessing CIHI’s networks over 
VPN use whole-disk encryption in addition to all information security controls employed 
for on-site devices. 
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Compliance, audit and enforcement 
CIHI’s Code of Business Conduct describes the ethical and professional behaviour related 
to work relationships, information — including Personal Health Information — and the workplace. 
The code requires all employees to comply with the code and all of CIHI’s policies, protocols 
and procedures. Compliance is monitored through CIHI’s Privacy and Information Security Audit 
programs, and instances of non-compliance are managed through the Privacy and Security 
Incident Management Protocol. Violations of the code — including violation of privacy and 
security policies, procedures and protocols — are referred to Human Resources, as appropriate, 
and may result in disciplinary action up to and including dismissal. 

For more information: 

security@cihi.ca 

privacy@cihi.ca 

How to cite this document: 
Canadian Institute for Health Information. Policy on the Security of Confidential Information and Use of Mobile 
Devices/Removable Media. Ottawa, ON: CIHI; 2021. 

https://www.cihi.ca/sites/default/files/document/privacy-and-security-incident-management-protocol-en.pdf
https://www.cihi.ca/sites/default/files/document/privacy-and-security-incident-management-protocol-en.pdf
mailto:Security@cihi.ca
mailto:Privacy@cihi.ca

	Canadian Institute for Health Information 
	Policy on the Security of Confidential Information and Use of Mobile Devices/Removable Media 

	Definitions 
	CIHI Computing Devices/Media means any computing device or media in the custody/control  of CIHI or issued to CIHI Staff, including but not limited to any Mobile Device. 

	Technical Information means information about CIHI’s networks, servers, applications or computing environments. Technical information includes but is not limited to 
	1.3 De-Identified Data 
	Compliance, audit and enforcement 
	CIHI’s Code of Business Conduct describes the ethical and professional behaviour related to work relationships, information — including Personal Health Information — and the workplace.  The code requires all employees to comply with the code and all of CIHI’s policies, protocols and procedures. Compliance is monitored through CIHI’s Privacy and Information Security Audit  programs, and instances of non-compliance are managed through the 



<<
  /ASCII85EncodePages false
  /AllowPSXObjects false
  /AllowTransparency false
  /AlwaysEmbed [
    true
  ]
  /AntiAliasColorImages false
  /AntiAliasGrayImages false
  /AntiAliasMonoImages false
  /AutoFilterColorImages true
  /AutoFilterGrayImages true
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CheckCompliance [
    /None
  ]
  /ColorACSImageDict <<
    /HSamples [
      1
      1
      1
      1
    ]
    /QFactor 0.15000
    /VSamples [
      1
      1
      1
      1
    ]
  >>
  /ColorConversionStrategy /LeaveColorUnchanged
  /ColorImageAutoFilterStrategy /JPEG
  /ColorImageDepth -1
  /ColorImageDict <<
    /HSamples [
      1
      1
      1
      1
    ]
    /QFactor 0.15000
    /VSamples [
      1
      1
      1
      1
    ]
  >>
  /ColorImageDownsampleThreshold 1.50000
  /ColorImageDownsampleType /Bicubic
  /ColorImageFilter /DCTEncode
  /ColorImageMinDownsampleDepth 1
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /ColorImageResolution 300
  /ColorSettingsFile ()
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /CreateJDFFile false
  /CreateJobTicket false
  /CropColorImages false
  /CropGrayImages false
  /CropMonoImages false
  /DSCReportingLevel 0
  /DefaultRenderingIntent /Default
  /Description <<
    /ENU ([Based on 'Accessible PDF \050English\051'] [Based on '[High Quality Print]'] Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /DetectBlends true
  /DetectCurves 0
  /DisplayDocTitle true
  /DoThumbnails false
  /DownsampleColorImages true
  /DownsampleGrayImages true
  /DownsampleMonoImages true
  /EmbedAllFonts true
  /EmbedJobOptions true
  /EmbedOpenType false
  /EmitDSCWarnings false
  /EncodeColorImages true
  /EncodeGrayImages true
  /EncodeMonoImages true
  /EndPage -1
  /GrayACSImageDict <<
    /HSamples [
      1
      1
      1
      1
    ]
    /QFactor 0.15000
    /VSamples [
      1
      1
      1
      1
    ]
  >>
  /GrayImageAutoFilterStrategy /JPEG
  /GrayImageDepth -1
  /GrayImageDict <<
    /HSamples [
      1
      1
      1
      1
    ]
    /QFactor 0.15000
    /VSamples [
      1
      1
      1
      1
    ]
  >>
  /GrayImageDownsampleThreshold 1.50000
  /GrayImageDownsampleType /Bicubic
  /GrayImageFilter /DCTEncode
  /GrayImageMinDownsampleDepth 2
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /GrayImageResolution 300
  /ImageMemory 1048576
  /JPEG2000ColorACSImageDict <<
    /Quality 30
    /TileHeight 256
    /TileWidth 256
  >>
  /JPEG2000ColorImageDict <<
    /Quality 30
    /TileHeight 256
    /TileWidth 256
  >>
  /JPEG2000GrayACSImageDict <<
    /Quality 30
    /TileHeight 256
    /TileWidth 256
  >>
  /JPEG2000GrayImageDict <<
    /Quality 30
    /TileHeight 256
    /TileWidth 256
  >>
  /LockDistillerParams false
  /Magnification /FitPage
  /MaxSubsetPct 100
  /MonoImageDepth -1
  /MonoImageDict <<
    /K -1
  >>
  /MonoImageDownsampleThreshold 1.50000
  /MonoImageDownsampleType /Bicubic
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /MonoImageResolution 1200
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /NeverEmbed [
    true
  ]
  /OPM 1
  /Optimize true
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        0
        0
        0
        0
      ]
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks true
      /IncludeHyperlinks true
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MarksOffset 6
      /MarksWeight 0.25000
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PageMarksFile /RomanDefault
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXBleedBoxToTrimBoxOffset [
    0
    0
    0
    0
  ]
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXOutputCondition ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputIntentProfile ()
  /PDFXRegistryName ()
  /PDFXSetBleedBoxToMediaBox true
  /PDFXTrapped /False
  /PDFXTrimBoxToMediaBoxOffset [
    0
    0
    0
    0
  ]
  /PageLayout /SinglePage
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /ParseICCProfilesInComments true
  /PassThroughJPEGImages true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /sRGBProfile (sRGB IEC61966-2.1)
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


